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About this Document

VSP Monitoring begins after VSP installation and Application provisioning. It encompasses the overall
health monitoring of the Applications and probes; monitoring the CMS incidents and system alerts. It also
includes Report configuration and generation.

This document provides a walk-through of the VSP Monitoring process in the below sections:
1. Dashboard
2. Monitor

3. Reports
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AUTHORIZED
1' DaShboard LICENSE TYPES
The Dashboard is the home page displayed when a user logs into CMS. The panel VSP-Core

VSP-Advanced
VSP-Premium

has tiles and widgets that show real-time snapshots of the secured applications,

detected threats and attacks along with various trends. The dashboard is
configurable for each user.
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1. Recent notifications count is displayed on the top of the screen as a bell icon. A click on this icon
displays both the System Notifications and Recent Incidents. A click navigates the user to the specific

page. An option to mark all the notifications as read is also provided

47,26
Last Login on Oct 18,2021, 12:43:11 P

System Notifications (47,091)| Recent Incidents (171)
Mark All as Read

File Integrity threat reported on RHEL_CVE
Oct 14, 2021, 9:38:48.022 PM

File Integrity threat reported on RHEL_CVE
Oct 14,2021, 9:33:33.129 PM

File Integrity threat reported on RHEL_CVE
Oct 14,2021, 6:11:22.501 PM

File Integrity threat reported on RHEL_CVE
Oct 14,2021, 6:11:22.501 PM

File Integrity threat reported on RHEL_CVE
Oct 14, 2021, 6:11:22.501 PM

View All Notifications (171)

2. The dashboard displays Attack, Threat and Incident counts since the last login as well as their

numbers for previous configurable duration in hours

@& Attacks 225,397 in Lzt 3 Months Threats 1,072 In Last 3 Month # Incidents 226,861 In Last 3 Months

Web Attacks [ 15 ] Fileless Attacks File Integrity Failures Files Scanned o

1 /\ 1,455 /
eteeTetetes )

3. The number of incidents is always the same as the total number of notifications, threats and attacks
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4. Aclick on any count on the tile will display the incidents page with relevant incidents listed

Monitoring Handbook

Files Scanned IE

1,455

5. The time frame for which the statistics of the dashboard should match is also configurable

Security Status = Lesti2Hous v

Select Frequency
Last 1 Hour

Last 12 Hours
Last 24 Hours

- Last 7 Days
& Attacks Last 1 Month

Last 3 Months

6. A click on any count depicted in this part of the dashboard displays a list of all the incidents adding up
to the count

7. Different widgets are displayed in the later part of the dashboard to provide a holistic view of the
configured applications and incidents

©Copyright 2023. Virsec Systems, Inc. | WW\W.VIrSEC.COM 7
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RHEL_CVE 1016.1353 Fileintegrlty  Oct14,2021,9... (&
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= Top-N Affected Applications
Name 1 4 Altacks 1 & Threats + & Link
RHEL_CVE 2 83 &
sample123 0 204

atect Oct 18,2021, 20022 Pt [l Giobal Fater: 417 Appications, La:

Top-N File Integrity Check Failures

Host & Name + & Flet 4 Link
10.16.13.53 RHEL_CVE webgoat.org.owasp.web.. &
10.1613.58 RHEL_CVE webgoat.org owaspweb... ¢
10161352 RHEL_CVE ‘webgoat org owasp.web... ¢§
10.16.13.53 RHEL_CVE ‘webgoat org.owasp web... (&
10161353 RHEL_CVE ‘webgoat org owasp.web . ¢

417 Appiications,
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a. On mouse-over, the widgets display specific information like attack detection time
8. Each widget can be configured individually. Click on Settings link associated with the widget. The
widget can be viewed in full screen mode or modify the local settings

Application HTTP In/Out Traffic

M Bytes In M Bytes Out Full Screen

Local Settings

200M
150M
100M
50M
° L 4 A4 A4 L A A4
00:30 00:00 00:00 00:00 00:00 00:00 00:00  00:...
Jul, 12 Jul, 26 Aug, 9 Aug, 23 Sep, 6 Sep, 20 Oct, 4 Oct,...
Global Filter: 417 Application(s), Last 3 Months Last Updated: Oct 18, 2021, 2:06:18 PM

a. Modify the requires settings. Click Apply

9. Zoom into a specific interval in a displayed widget by selecting the required section

Application HTTP In/Out Traffic

W Bytes In W Byves Out

-ﬂd‘! Oct & mncay. Lk 17, 7020
Bytes Out: 195,073,845

200M
150M
100M
S0M
o
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Application HTTP In/Out Traffic =
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Reset zoom
M
M
o
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ter 417 Applicion(s),

10. Navigate to Help > About Virsec CMS to view the release version details
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1.1.Configure Dashboard

1. Click MANAGE DASHBOARD SETTINGS on the Dashboard page

Security Status ~ Last70ays v Between last log out and current log in  Attacks (7) | Threats (164) | Incidents (171) MANAGE DASHBOARD SETTINGS

2. Alternatively, navigate to Dashboard under Settings in the left navigation pane

Dashboard

Manage Access

Motifications
Webhooks

Configurations

1.1.1. Configure Tiles

1. Select all the Tiles that need to be shown on the Dashboard

E Tiles (Maximum selection 5 Tiles)

[®] Web Attacks [=] Fileless Attacks [=] File Integrity Failures [w] Files Scanned

Currently Selected Tiles: 4/ 4

Web Attacks Depicts the number of Web Attacks

Fileless Attacks Depicts the number of Fileless Attacks

File Integrity Failures Depicts the number of File Integrity Failures
Files Scanned Depicts the number of Files Scanned

Table 171 Tiles on Dashboard

©Copyright 2023. Virsec Systems, Inc. | WW\W.VIFrSEC.COM 10


http://www.virsec.com/

KN N ™
'-.-....v I rs e c Monitoring Handbook

2. Tiles represent the trend in increase/decrease of a specific incident with time

Files Scanned IE

1,455

3. The order in which the tiles are displayed on the dashboard can also be configured

1.1.2. Configure Widgets

1. Select the Widgets to be displayed on the Dashboard from the seven options available

Widgets
O T 2 = 2] | = ool
Application HTTP Request Count Application HTTP In/Out Traffic Application HTTP Response latency Application HTTP Response Code

Classification

[m] = @ il =] = @ B
Application HTTP Response Size Host Process Classification Host Script Executions Applications under Attack
Classification
m & ® TR Ll ® ==
Unacknowledged Attacks/Threats Unacknowledged Fileless Attacks Unacknowledged Web Attacks Top-N Affected Applications
g =
Top-N File Integrity Check Failures Top-N Affected Hosts

Currently Selected Widgets: 13/ 14

2. The order in which the widgets are displayed on the dashboard can also be configured

©Copyright 2023. Virsec Systems, Inc. | WW\W.VIrSEC.COM 11
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1.1.3. Configure Applications

1. Select the Applications for which statistics must be displayed on the Dashboard

[=] Applications (Total 417 Applications) ~ View All | Selected Q. Search Application
[®] sample123 1 [=] sample1 [®] HDFC 2.3.9 [®] win_fsm 12 [®] TestAutomation2092 1.1
[®] icici1 [®] hdfc-mini 1 [®] Win_CVE2.0 [®] RHEL_CVE [®] win_fsm2.3.9
[®] win_fsm 1 [®] sbi-bank 06 [®] win_fsm 1.1 [®] sagar 1.0 [=] Bulk_Import1108 1108
[w] Bulk_Import1109 1109 [®] Bulk_Import1110 1110 [=] Bulk_Import1111 1111 [®] Bulk_Import11121112 [w] Bulk_Import1113 1113
E] Bulk_Import1114 1114 E Bulk_Import1115 1115 E] Bulk_Import1116 1116 E| Bulk_Import1117 1117 E} Bulk_Import1118 1118
Currently Selected Applications: 417 / 417
Apply Host Filters to Application Widgets
Consider below selected host profiles as an additional filter for data on application widgets.
1. Select the Hosts for which the statistics needs to be displayed on the Dashboard
[®] Hosts (Total 1002 Host(s))  View All | Selected Q. Search Host
[=] rhel_60 (10.16.13.60) [®] win21012r2 (10.16.13.46) [W] redhat7_13_53 (10.16.13.53) [u] rhel7webgoattomcat-deploy  [u] rhel7webgoattomcat-deploy i
ment (Dummy_host1) ment (Dummy_host2)

[®] rhel7webgoattomcat-deploy  [&] rhel7webgoattomcat-deploy [®] rhel7webgoattomcat-deploy  [u] rhel7webgoattomcat-deploy  [®] rhel7webgoattomcat-deploy
ment (Dummy_host3) ment (Dummy_host4) ment (Dummy_host5) ment (Dummy_host6) ment (Dummy_host7)

[®] rhel7webgoattomcat-deploy  [®] rhel7webgoattomcat-deploy  [W] rhel7webgoattomcat-deploy  [H] rhel7webgoattomcat-deploy  [] rhel7webgoattomcat-deploy

mant (Mummu hnct) mant (Nummu hnctal mant [Nummu hact1N mant (Nummu hact11) mant (MNummu hact12)

Currently Selected Host(s): 1002/ 1002

1.1.5. Time Range

1. Select the default Time Range for all the tiles, widgets and alerts to be displayed on the dashboard.
Click APPLY CHANGES

Time Range

® 1 Hour 12 Hours 24 Hours 7 Days 1 Month 3 Months

Note: All the filters set here will override filters set on individual widgets on dashboard.

CANCEL CHANGES | WU N @y V(63

©Copyright 2023. Virsec Systems, Inc. | WW\W.VIrSEC.COM 12
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2.Monitor

AUTHORIZED
2.1.Home LICENSE TYPES
1. This is the second dashboard provided by CMS VSP-Core
VSP-Advanced
2. Navigate to Monitor > Home in the left navigation pane VSP-Premium

Probes

Incidents

File Events
System Alerts
App Security
Incidents History

3. The dashboard provides an overview of the applications in different statuses and instances
associated with each application

Instance Status )

Attack Threat Attack Offline Threat Offline Normal Provisioned Registered Unknown
4 1 1

Applications

Search application by name (Enter at least 3 characters) Q Showing: All
Name + Status
~ Amazon_linux 2 P00 00
~ rhel kv o000 00
A ubuntul6 3 . = . S . . . .
Search instance by Instance Alias/instance Id Q
Type 4 Instance Alias + Instance Id 44 Status 14
= Ubuntu16_GK 10.30.5.61 Threat
= Ubuntu18_GK 10.30.5.59 Threat
= Ubuntu20_GK 10.30.5.58 # Provisioned
1to30f3 Page 10of1

©Copyright 2023. Virsec Systems, Inc. | WW\W.VIrSEC.COM 13
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4. The count of applications in each status is provided

Instance Status (&)

Attack Threat Attack Offline Threat Offline Normal Provisioned Registered Unknown
4 1 1

5. The page also displays information about each application and the instances associated with it (both
AE and probes)

Applications
Search application by name (Enter at least 3 characters) Q Showing: All
Name Status

v Amazon_linux 2 . 0 . 0 . . . .

v rhel_kv 1 22090080

~ ubuntul6 3 [ R R R R R |

Search instance by Instance Alias/instance Id Q

Type 14 Instance Alias + Instance Id 44 Status +4
E Ubuntu16_GK 10.30.5.61 Threat
= Ubuntu18_GK 10.30.5.59 Threat
= Ubuntu20_GK 10.30.5.58 # Provisioned

1to3of3 Page 10f 1
6. A click on each status filters the displayed applications for that status
Instance Status O
Attack Threat Attack Offline Threat Offline Normal Provisioned Registered Unknown
A 1 1

Applications

Search application by name (Enterfat least 3 characters) Q, Showing: Threat CLEAR FILTERS

Name Status
~ rhel KV 1 2
M ubuntuie 3 2

1to20f2 Page 10of1
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2.1.1. Probes

Probes page provides a holistic view of an Application Instance on which VSP Probe is installed. All the
required information related to a Probe is displayed in a single place.

1. Navigate to Probes under Monitor

Home

Probes

Incidents

File Events
System Alerts
App Security
Incidents History

2. All the Probe instance are listed with information regarding Attacks, Threats, Status, Version,

Monitoring Mode and Application Count are displayed

NOTE:
The probe instances are moved to the Archived list if they are in disconnected state for 12

hours. Once the probe re-connects, it is removed from the Archived list automatically

©Copyright 2023. Virsec Systems, Inc. | WW\W.VIrSEC.COM 15


http://www.virsec.com/




































































































